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Terrorist Precursor Crimes: Issues and
 Options for Congress

Introduction

Irrespective of ideology or strategic goals, all terrorist groups have several basic
needs in common: funding , security, operatives/support, propaganda, and means
and/or appearance of force.  In order to meet these needs, terrorists engage in a series
of activities, some of which are legal, many of which are not, including various fraud
schemes, petty crime, iden tity and immi gration crimes, the counterfeit of g oods,
narcotics trade, and illegal weapons procurem ent, among st others. 1  Terrorist
precursor crimes can be defined as unlawful acts undertaken to facilitate a terrorist
attack or to support a terrorist campaign.  Many terrorist precursor crimes are carried
out far away from the primary theater of conflict associated with a particular terrorist
group.  Much of the precursor activity, especially with regard to crimes conducted for
the purpose of fundraising , is thought to take place in weal thy Western countries,
including the United States.
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Examples of Terrorist Precursor Activity in the
United States

Although they often engage in many of the same activities, and despite the fact
that terrorist attacks are ultimately criminal acts, most terrorists fundamentally differ
from other criminals.  It can be argued the latter are primarily driven by need, greed,
and opportunity , while most terrorists ar e predominately  driven by  ideolog y.
Terrorists may  commit crimes because of th at ideolog y or in support of more
immediate logistical needs to support th e group’s long-term s trategic ideological
goal(s).  Terrorists commit crimes in order to raise funds, hide their activities, and
facilitate re cruitment, propa ganda e fforts, a nd pre -operational planning.  The
following is an overview of known terrorist precursor crimes that occurred within the
United States.22

Front Businesses and Charities

Terrorist groups often set up front organizations to raise and launder money ,
recruit new m embers, and/or provide id eological and rhetorical support for the
organization’s c ause.  The se front e ntities ha ve taken the  form of busine sses,
charities, and other non-governmental organizations.  For ex ample, in December
2001, then U.S. Treasury Secretary Paul O’Neill announced that the U.S. government
had shut down three HAMAS-controlled organizations and frozen their assets in the
United States.23  In the Treasury Department press release, two of the organizations,
the al Aqsa bank and the B eit al Mal bank, were described as not “j ust banks that
unknowingly administer accounts for terrorists.  They are direct arms of HAMAS,
established and used to do HAMAS business.”24

A third entity that had its assets frozen, the Holy Land Foundation for Relief and
Development (HLF), described itself as a charity dedicated to “prevent or alleviate
human suffering arising out of conflict or natural disaster, with the core of our efforts
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spotlighting the Palestinian refug ees in J ordan, Lebanon, and Palestine.” 25  The
Treasury Department, however, disag reed, stating  “The Holy  L and F oundation
masquerades as a charity, while its primary purpose is to fund HAMAS.”26  To date,
several people have pled guilty to or been convicted of providing material support to
a terrorist org anization for their work with HLF, including Mohamed Shorbagi,27

Bayan Elashi, Ghassan Elashi, Basman Elashi, and their company, Infocom.28  They
are currently serving sentences related to  those convictions. Ghassan Elashi and
seven other co-defendants, are scheduled to go to trial again in July 16, 2007 in a case
styled U .S. v . Holy Land Foundation for Relief and Development, e t a l.29  The
allegations in this c ase include transferring millions of dolla rs to HAMAS, othe r
HAMAS front e ntities a nd individua l Pa lestinian fa milies “ who ha d a  re lative
‘martyred’ or jailed as a result of terrorist activities.”30

Counterfeiting Money

Another method terrorists hav e used to generate funds is counterfeiting.  I n
2005, Gale Nettles was convicted for his role in a plot to bomb the Dirksen Federal
Building in Chicago.31  Although his plot seemingly started as a lone wolf enterprise
against the federal government, Nettles eventually conspired with an undercover FBI
agent he believed was working with al Qaeda. Nettles was found guilty however of
selling, ex changing, transferring  and de livering false, f orged, counterfeited and
altered U.S. Federal Reserve notes. Nettles attempted to use counterfeit monies and
the sale of counterfeit monies to procure the bomb-making materials for his attack.32

Nettles w as a cquitted o f th e c harge o f “ fraudulently making , forg ing and
counterfeiting U.S. Federal Reserve notes with the intent that the same be passed as
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genuine,” despite presented evidence that the counterfeit bills he used were actually
created in his apartment and a prior history creating counterfeit monies.33

Counterfeit Goods

One of t he cri mes used with i ncreasing frequency  by  a vari ety of t errorist
organizations is the sale of counterfeit goods. In March 2006, Imad Hammoud and
several of his associates were indicted for operating a multi-million dollar cigarette
trafficking ring to benefit the terrorist group Hezbollah.34  Between 1996 and 2002,
Hammoud and his associates allegedly purchased low- and non-taxed cigarettes in
North Carolina, Kentucky and on Indian reservations, outfitted them with counterfeit
tax stamps a nd re sold the m in the  hig h c igarette ta x sta tes of Ne w York  and
Michigan.  The operation alleg edly was eventually ex panded to other g oods, to
include counterfeit Viagra pills and stolen goods such as infant formula and toilet
paper.35  I t is c harged tha t the  ope ration dire cted sums towa rds H ezbollah a nd
charged customers a “Resistance Tax” above the black market price, which went to
Hezbollah.36  To date, Hammoud and 19 of his known associates have been indicted
on a combination of RICO, smuggling, counterfeit tax charges related to their roles
in the operation - several have been convicted or pled guilty, some are appealing their
convictions, and some are at other stages of the legal system.37

This is  just one of numerous count erfeit cases with a purported nex us to
terrorism.  Intelligence analysts have also warned that terrorist g roups are making
profits off everything from counterfeit handbags to illegally reproduced video games.
In testimony  before the House Com mittee on I nternational Relations in 2003,
Interpol’s S ecretary General  st ated that the l ink bet ween org anized cri me and
counterfeit goods (also known as intellectual property crime) was long established,
but announced that the international law enforcement body was “sounding the alarm
that Intellectual Property Crime is becoming the preferred method of funding for a
number of terrorist groups.”38
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Narcotics

Narcotics reportedly  are one of the most profitable terrorist fundraising
commodities.  According to the United Nations (UN) Office on Drugs and Crime, in
2003, the “value of the global illicit drug market for the year 2003 was estimated at
U.S.$13 billion at the production level, at $94 billion at the wholesale level (taking
seizures into account), and at U.S. $322 billion based on retail prices and taking
seizures and other losses into account.”39  Significant portions of several illicit drug
markets, including the South American cocaine trade, the Afghan opium market, and
the Moroccan Hashish trade, are believed by some observers in the law enforcement
community to be closely intertwined with terrorist campaigns.

Terrorist groups across the ideological spectrum have become involved in the
narcotics trade at various stag es.  Some  groups are involved in the initial stag es,
growing coca or opium crops or taxing those farmers that grow them.  Other groups
provide protected smuggling routes for hefty fees.  Still other, usually smaller groups,
are active in the distribution stage, selling drugs on the street to generate funds.

In 2006, Elkin Alberto Arroyave-Ruiz, Edgar Fernando Blanco-Puerta, and Uwe
Jensen were convicted for their role in a $25 million dollar weapons-for-drugs deal
to provide material support for Autodefens as Unidos de Colombia (known by  the
acronym AUC or in Eng lish as the  United Self-Defense Forces of Colombi a), a
paramilitary organization designated as a FTO by the U.S. State Department.  The
group brokered a deal with an FBI confidential informant to trade four to five tons
of cocaine for prohibited weapons.  The U.S. District Court in Houston found all
three guilty of conspiracy to possess cocaine with intent to distribute and material
support for a foreign terrorist organization.  Ruiz received a life sentence for his role
in the drug s for weapons plot, P uerta and J ensen received 15 and 14 y ears
respectively.40

Smuggling and Import/Export Violations

 In 2004, the Department of State (DOS) announced that in coordination with
the Secretary of Homeland Security and the Attorney General, the Human Smuggling
and Trafficking Center was being reestablished to combat threats emanating from
human smug gling, trafficking  of pers ons and clande stine terrorist travel. 41  The
United Nations estimates that “human smuggling has grown to a $10 billion per year
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global criminal industry.”42  According to DOS, there are “an estimated 800,000 to
900,000 individuals traff icked across intern ational borders each y ear.  The U.S .
Government estimates 18,000 to 20,000 victims are trafficked to the United States
annually.”43  Human smuggling is not currently considered one of the primary finance
generating enterprises utilized by terrorists, however, several intelligence and law
enforcement agencies have warned that “terrorist organizations have tapped or will
tap into this global criminal infrastructure.  Alien smugglers and fraudulent document
providers use their skills to facilitate the movement of terrorists across international
borders.”44

There has been at least one purported case in the United States.  In November
2002, an indictment against Salim Boughader-Mucharrafille for multiple counts of
human smug gling was filed in U.S. district court. 45  Bo ughader-Mucharrafille
reportedly pled guilty to two counts of human trafficking in March 2003 and served
most of a y ear-long prison term. 46  Upon his r elease from prison and return to
Mexico, he was immediately re-arrested.  In May 2006, a Mexican judge reportedly
sentenced Boughader-Mucharrafille to fourte en years in prison for his rol e in the
smuggling ring  and on org anized crime charg es.47  The 9/11 Commission Staff
Report on Terrorist Travel cites an Immigration and Naturalization Services (INS)
background paper and Central Intelligence Agency (CIA) analytic report that claim
Boughader-Mucharrafille smuggled at least 200 “Lebanese nationals sympathetic to
Hamas and Hezbollah into the United States” from Mexico.48  According to press
reports, Boughader-Mucharrafille admitted tha t one  of the  individuals he  helped
smuggle into the United States worked for al Minar, Hezbollah’s television station.49

There a lso ha s be en spe culation that terrorists may utilize huma n
smuggling/trafficking as a means to generate funds.

In addition to the criminal enterprises such as operating narcotics cartels and
smuggling ope rations, te rrorists worldwide  appear to ha ve inc reasingly be come
involved in street crime to finance th eir activities.  This phenomenon may  be the
result of the increasing decentralization and amateurization of terror. Street crimes
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known to have been utilized domestically by terrorists include violent crimes such
as armed robbery and small-scale scams such as individual credit card fraud, to name
a few.

Robbery/Theft

According to an October 2005 indictment issued by the U.S. District Court for
the Central District of California, Kevi n James, a prison in mate who founded the
radical group Jamiyyat Ul-Islam Is-Saheeh (JIS), recruited and directed followers to
conduct attacks on U.S. military, Jewish and Israeli venues in the Los Angeles area.50

It is c harged tha t spe cific ta rgets J IS inte nded to strike  inc luded U.S. milita ry
recruiting stations, synagogues, El Al airlines operations, and the Israeli Consulate.51

To finance the operation, two JIS members, Gregory Patterson and Hammad Samana,
allegedly conducted a series of twelve armed robberies at California gas stations from
May 30 - July 5, 2005.52  A pretrial status conference is set for August 13, 2007.53

In addition to funding, there are instances where domestic terrorists have used
robberies to procure weaponry  to use in  attacks.  Timothy  McVeig h and Terry
Nichols conducted two robberies: One in Kansas in October 1994 (where they stole
explosives from a storage locker) and another in Arkansas in November 1994 (when
they robbed a firearms dealer).54

Fraud (Credit Card, Benefits, Food Stamps, etc.)

There are numerous examples of terrorists using a variety of fraud schemes to
raise funds, including credit card fraud, coupon and food stamps fraud, and benefits
fraud. A  2006 c ase in the  U nited Sta tes involved K arim Koubriti a nd his c o-
defendant Ahmed Hannon, who were found guilty of mail fraud, insurance fraud and
material support of terrorism in connec tion with his ‘economic jihad’ scheme to
defraud the Titan I nsurance Company .55  I n this c ase, K oubriti and H annon
apparently falsely claimed to have been injured in a car accident and then filed a false
insurance claim with Titan.  Koubriti and Hannon provided fictitious invoices for
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medical bills, lost wages as well as mileage and services accrued due to the purported
injuries.56  Koubriti’s motivation was two fold - “to commit fraud in order to both
support terrorist activities and to ‘cause economic harm to U.S. businesses’.”57

Many e xperts be lieve te rrorists a re be coming more  c reative in thei r fra ud
schemes.  According to media reports, “one enterprising pair of jihadists in Germany
hoped to fund a suicide mission to I raq by  taking  out n early $1 million i n l ife
insurance and staging the death of one in a faked traffic accident.”58  Insurance fraud
is just one of many fraud schemes utilized by terrorist elements.  In 2005, Matthew
Levitt te stified be fore the  Se nate Commit tee on Home land Se curity a nd
Governmental Affairs that there have been indications that terrorist elements have
funded activities through credit card fraud, welfare fraud, coupon fraud, stealing and
reselling baby formula, and food stamps fraud.59  In his testimony, Levitt cited “U.S.
officials [who] believe “a substantial portion” of the estimated millions of dolla rs
raised by Middle Eastern terrorist groups comes from the $20 million to $30 million
annually brought in by the illicit scam industry in America.”60

Phone Scams and Cell Phone Activity

Terrorists apparentl y have used a va riety of cell phone scams to fund and
facilitate their activities. Some of these scams and bulk purchases of pre-paid cell
phones have received particular attention by the media and law enforcement in recent
years.61  In August 2006, Abdel-Ilah Elmardoudi was convicted for operating a phone
card “shoulder surfing” scheme in which he stole hundreds of telephone calling-card
numbers from unsuspecting  travelers at th e Minneapolis-St. Paul I nternational
Airport and then “supplied them to overseas callers who used them” to make a total
of $745,000 in international calls from Egypt, Kuwait, East Africa, the Philippines,
the Middle East , and t he Balkans.62  The end u se of any  funds g enerated by his
calling card schemes are unclear.

Elmardoudi was one of four  Detroit-area men arrested  in the wake of the
September 11th attacks who were allegedly part of a cell plotting to conduct attacks
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against the MGM Grand i n Las Vegas, NV, Di sneyland in Anaheim, CA, a U.S .
military base in Incerlik, Turkey and a hospital in Amman, Jordan.63  Elmardoudi and
an accomplice, Karim Koubriti, were convi cted of material support,  but these
convictions were overturned.  A third defendant was convicted on identification fraud
charges and the fourth defendant was cleared of all charges.64

Beyond calling card surfing , there has be en increasing concern amongst law
enforcement and intelligence officials that terrorist elements could use pay-as-you-go
cell phones for both operational and fundraising purposes.  Given the anonymity they
provide compared to other cell phone plans,  analysts fear they  could be used  by
terrorists to c ommunicate clandestinely or to hinder investigations when they are
used as detonators or Global Positioning System (GPS) devices within improvised
explosive devices.  There ha ve been numerous suspicious incidents reg arding the
resale of such phone s reported throug hout the United  States.65  There have been
several arrests around the country related to suspicious purchases of cell phones.  In
some cases terrorism charges were initially filed against the defendants, such as in
Michigan and Ohio, but were dropped.66

Bribery

In addition to engaging in illegal activities to facilitate weapons procurement,
safe travel, and funds, terrorists may attempt to reduce the scrutiny they receive from
the law enforcement and intelligence communities.  It is alleged that between 2003
and Aug ust 2006, several individuals, in cluding me n identified as F nu L nu,
Murugesu Vinayagamoorthy, Vijayshanthar Patpanathan, Gaspar Raj Maria Paulian,
Namasivaya Viswanathan, and Nachimuthu Soc rates, we re involved in multiple
counts of cr iminal a ctivity i n s upport of the L iberation Tigers of Tamil Eelam
(LTTE), a Sri Lankan group designated by the U.S. State Department as a F TO.67

According to the indictment, the men are alleged not only to have provided material
support for the LTTE, but also to have conspired to bribe U.S. government officials
in an effort to have the LTTE removed from the State Department’s Foreign Terrorist
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Organization (FTO) list.68  Initial oral arguments in the case are expected to begin in
June 2007.69

Immigration and Identity Crimes

In a n e ffort to  h ide th eir id entity, te rrorists c ommit a  range o f id entity,
document, and immigration offenses.  In order to conceal her well known face so as
to commit additional skyjackings, Leila Khaled, an accomplished Popular Front for
the Liberation of Palestine (PFLP) terrorist who was part of the team that hijacked
TWA flight 840 in 1969, reportedly underwent several plastic surgeries.70  The 9/11
hijackers committed a wide variety of immig ration offenses in orde r to e nter the
United States. The 9/11 Commission Staff Report on terrorist travel concludes:  The
19 hijackers used 364 aliases,71 several had fraudulently altered their passports,72 two
hijackers lied on their visa applications, and several violated the terms of their
visas.73


